IAD.GOV, 10SS.GOV, CNSS.GOV Users must install
DoD Root Certificates by 24 February 2022

IMPORTANT On 24 February 2022 in order to access websites on the above domains, all users must
install a DoD Root Certificate in their browser. You do not need to be affiliated with DoD to install
these certificates. Guidance from the DISA webpage:

In this document, we answer:
- How do Il install DoD Root Certificates?

- How do you know if you already have the DoD Root Certs installed in your browsers? CHECK THIS FIRST!
o Chrome
o IE
o Firefox
o Edge
- What does it look like NOT to have DoD Root Certificates installed?

How do [ to install DoD Root Certificates?

In order for your machine to recognize DoD websites as trusted, run the InstallRoot utility to install the DoD CA
certificates on Microsoft operating systems:

- 32-bit (https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot 5.5x32.msi)

- 64-bit (https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot 5.5x64.msi)

- or Non Administrator (https://dl.dod.cyber.mil/wp-content/uploads/pki-

pke/msi/InstallRoot 5.5%x32 NonAdmin.msi)

If you’re running an alternate operating system such as Mac OS or Linux, you can import certificates from the PKCS 7
bundle (https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/zip/certificates pkcs7 DoD.zip).

The InstallRoot User Guide is available at https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/pdf/unclass-rg-
installroot 5 2 niprnet user guide.pdf.

How do you know if you already have the DoD Root Certs installed in
your browsers?

Follow the instructions below for each browser. You will need to look for an unexpired DoD Root CA.


https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x32.msi
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x64.msi
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x64.msi
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x32_NonAdmin.msi
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x32_NonAdmin.msi
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/zip/certificates_pkcs7_DoD.zip
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/pdf/unclass-rg-installroot_5_2_niprnet_user_guide.pdf
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/pdf/unclass-rg-installroot_5_2_niprnet_user_guide.pdf

Chrome

Navigate to the URL: chrome://settings/security in Chrome.

Scroll down. Click Manage Certificates option.

£ Settings - Security X +

< C ® Chrome | chrome://settings/security

Settings certificates

Standard protection

— You and Google : A ) )
@® Standard protection against websites, downloads, and extensions that are known to be A
d 7
B  Autofil NGNS
e Security and Privacy @ Detects and wams you about dangerous events when they happen
@ Appearance Checks URLs with a list of unsafe sites stored in Chrome. If a site tries to steal your password, or
il. when you download a harmful file, Chrome may also send URLSs, including bits of page content, to
Q  searchengine Safe Browsing.

B Default browser
Help improve security on the web for everyone
©) On startup Sends URLs of some pages you visit, limited system information, and some page content to
Google, to help discover new threats and protect everyone on the web.
Advanced
Warn you if passwords are exposed in a data breach
Chrome periodically checks your passwords against lists that have been published online.
Extensions When doing this, your passwords and usernames are encrypted, so they can't be read by
anyone, including Google
About Chrome
No protection (not recommended)
(O  Does not protect you against dangerous websites, downloads, and extensions. You'll still get Safe
Browsing protection, where available, in other Google services, like Gmail and Search.

Advanced

Always use secure connections
Upgrade navigations to HTTPS and warn you before loading sites that don't support it

Use secure DNS
This setting is disabled on managed browsers

Manage certificates o
Manage HTTPS/SSL certificates and settings|

Google Advanced Protection Program
Safeguards the personal Google Accounts of anyone at risk of targeted attacks

A popup box called Certificates appears. Click the tab called Trusted Root Certification Authorities.
Scroll down and look for DoD Root CA.
If you find it and it has not expired, you have the DoD Root Certificates installed! You have no further action to take.

If you do not find any DoD Root CA listed or you find expired entries only, please follow the instructions above to
download them.



Certificates hod

Intended purpose: <All= W

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Mame
[IDigicert High Assur... DigiCert High Assuran...  11/9/2031  DigiCert

@Digiﬂert Trusted Ro... DigiCert Trusted Roat... 1f15/2038  DigiCert Trusted ...
@DGD CLASS 3 Root CA DoD CLASS 3 Root CA 5/14/2020 <Mone =

=5 Dol Root CA 2 DoD Root CA 2 12/5/2029  <Mone>
54 DoD Root CA 3 DoD Foot CA 3 12/30/2029 <None=
@DST Root CA X3 DST Root CA X3 9302021 DST RootCA X3

[SlEntrust Root Certifi... Entrust Root Certifica...  11/27/2026  Entrust
[SlEntrust Root Certifi... Entrust Root Certifica...  12/7/2030  Entrust.net
[lEntrust.net Certific...  Entrust.net Certificati,..  7/24/2029  Entrust (2048) w

Impart... Expaort... Remowve Advanced

Certificate intended purposes

View




Internet Explorer (IE)

Click on the gear icon in the upper right corner of the browser.

& New tab x [T

=) = & | | Search... 2~

A list of options appears. Click Internet Options.

a8 = & || Search...

& Mew tab x (LT Print
'{;_‘5 ColdFusion Administrator... ? Commo 2

Zoom

Safety

Open with Microsoft Edge

Add site to Apps
View downloads
Manage add-ons
Go to pinned sites

Compatibility View settings

Internet options
About Internet Explorer

Ctrl+5Shift+E

Ctrl+J

Internet Options ? X
General Security Privacy Connections Programs Advanced
Certificates

Use certificates for encrypted connections and identification.

I Clear SSL state érs

AutoComplete

= AutoComplete stores previous entries ‘ Settings
= on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated [ Sethngs
(| content from websites that can be ‘ —
read in Internet Explorer and other

programs.

@ Some settings are managed by your system administrator.

oc || concel | [ osly

An Internet Options popup appears.

Click on the Content tab. Click on the
Certificates button.

A popup box called Certificates appears. Click
the tab called Trusted Root Certification
Authorities.



Certificates

Intended purpose: <All=

Intermediate Certification Autharities

Trusted Root Certification Autharities

Trusted Publ/ * | *

Issued To Issued By Expiratio...  Friendly Mame 2
[IDigicert High Assur... DigiCert High Assuran...  11/9/2031  DigiCert
@DigiﬂertTrusted Ro... DigiCert Trusted Root... 1/15/2038  DigiCert Trusted ...
[=;]DoD CLASS 3Root CA DoD CLASS 3RootCA 5/14/2020 <Mone>
54 Dol Root CA 2 DoD Root CA 2 12/5/2029  <Mone>
54 DoD Root CA 3 DoD Root CA 3 12302029 <MNone>=
[5lDsT Root CA X3 DST Root CA X3 9/30/2021 DST RootCA X3
[SlEntrust Root Certifi... Entrust Root Certifica...  11/27/2026  Entrust
[SlEntrust Root Certifi... Entrust Root Certifica...  12/7/2030  Entrust.net
[lEntrust.net Certific...  Entrust.net Certificati,..  7/24/2029  Entrust (2048) w
Impart... Expaort... Remowve Advanced
Certificate intended purposes
View

Close

Scroll down and look for DoD
Root CA.

If you find it and it has not
expired, you have the DoD Root
Certificates installed! You have
no further action to take.

If you do not find any DoD Root
CA listed or you find expired
entries only, please follow the
instructions above to download
them.



Firefox:

Navigate to the URL: about:preferences#privacy in Firefox.

Scroll down and click View Certificates... button.

@3 Settings = -+

< —- C || @ Firefox labout:preferences#privacy

General

Home

Search

Privacy & Security

Sync

B o > 06 &

More from Mozilla

2 Find in Settings

Allow Firefox to make personalized extension recommendations Learn more

Allow Firefox to install and run studies View Firefox studies

["] Allow Firefox to send backlogged crash reports on your behalf Learn more

Security

Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates

= Query OCSP responder servers to confirm the current validity of

certificates

View Certificates...

Security Devices...

A popup called Certificate Manager appears. Click Authorities from the top row of choices.

Scroll down to find U.S. Government and then find DoD Root CA.

Certificate Manager X
Your Certificates Authentication Decisions People Servers Autharities
You have certificates on file that identify these certificate authorities
Certificate Mame | Security Device B
TUBITAK Kamu SM 55L Kok Sertifikasi - ... Builtin Object Token ~

~ .5 Government
DOD EMAIL CA-58
DoD Root CA 3

~ UniTrust

UCA Global G2 Root

05 Client Cert Token (Modern)

05 Client Cert Token (Modern)

Builtin Object Token

View... Edit Trust...

Import... Export... Delete or Distrust...

OK

N




To be sure it isn’t expired,
the View button.

click on DoD Root CA. The View button at the bottom of the popup becomes enabled. Click

Common Name

Issuer Name

Country
Organization
Organizational Unit
Organizational Unit
Common Name

87 Settings * | Certificate for DoD Root CA 3 ® |+
« > O @ Firefox  abouticertificate?cert=MIIDczCCAlugAwIBAgIBATANBgk:
Certificate
DoD Root CA 3
Subject Name
Country us
Organization U.S. Government
Organizational Unit DoD
Organizational Unit PKI

DoD Root CA 3

us

U.5. Government
DoD

PKI

DoD Root CA 3

Validity

Mot Before
Not After

Tue, 20 Mar 2012 18:46:41 GMT
Sun, 30 Dec 2029 18:46:41 GMT

Certificate information opens in a new tab. Look for the Validity section to find if the root certificate is expired.

If you find it and it has not expired, you have the DoD Root Certificates installed! You have no further action to take.




Edge

Navigate to the URL: edge://settings/?search=certificates in Edge.

Click Manages Certificates option.

UNCLASSIFI

Manage HTTPS/S5L certificates and settings

(%] Privacy, search, and services

) 33 Settings x |+
& O € Edge | edge://settings/?search=certificates
2] Your browser is managed by your organization
Settings Security
Q. certificates e Manage security settings for Microsoft Edge
Profiles Manage certificates

Appearance Microsoft Defender SmartScreen

(9 Start, home, and new tabs

Help protect me from malicious sites and downloads with Microsoft Defender SmartScreen

Certificates ot

Intended purpose: <All= w

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ 4 | *

Issued To Issued By Expiratio...  Friendly Name &
[ DigiCert High Assur... DigiCert High Assuran... 11/9/2031  DigiCert

[ IDigiCert Trusted Ro... DigiCert Trusted Root...  1/15/2033  DigiCert Trusted ...
E‘DOD CLASS 3 FRoot CA DoD CLASS 3 Root CA 5/14/2020 =MNaone >

54 DoD Root CA 2 ;

59 DoD Root CA 3 (

E‘DST Root CA X3 DST Root CA X3 9/30/2021 DST Root CA X3
@Entrust Root Certifi... EntrustRoot Certifica... 11/27/2026 Entrust

@Entrust Root Certifi... EntrustRoot Certifica... 12/7/2030  Entrust.net
@Entrust.net Certific... Entrust.net Certificati... 7/24/2029  Entrust (2048) W
Import... Expaort... Remove Advanced

Certificate intended purposes

View

Close

A popup box called Certificates appears.
Click the tab called Trusted Root
Certification Authorities.

Scroll down and look for DoD Root CA.

If you find it and it has not expired, you
have the DoD Root Certificates installed!
You have no further action to take.

If you do not find any DoD Root CA listed or
you find expired entries only, please follow
the instructions above to download them.



What does it look like NOT to have DoD Root Certificates Installed?

It varies by browser, but it will look similar to the following screenshot.

Currently, some browsers allow you to bypass the security warning by clicking Advanced and accepting the risk.
However, on 24 February 2022, the bypass option will likely not be available for these sites.

A Warning: Potential Security Rist X +

« = C G4 Not Secure https://www.iad.gov/iad/

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to www.iad.gov. If you visit this site, attackers could
try to steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended) I Advanced...

e

Someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust www.iad.gov because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Go Back (Recommended) Accept the Risk and Continue




